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Executive Summary 
The Continuity Imperative: Why the Board Must Now Govern Cyber Like Finance 

In 2025, cyber resilience has outgrown the IT 
department. It is now a matter of fiduciary duty — as 
fundamental to continuity and investor confidence as 
financial control. 

The numbers make that case unmistakably clear. The 
UK Cyber Security Breaches Survey 2025 shows that 
43 % of businesses and 30 % of charities 
experienced a cyber-attack in the past year — around 
612 000 organisations in total. 
Yet only 27 % of firms have a named board member 
accountable for cyber risk, and barely a quarter 
maintain a rehearsed incident-response plan. The gap 
between threat and governance has never been wider. 
The problem of fragmented ownership is not confined 
to the private sector; recent National Audit Office (NAO) findings show that clarity about roles and 
responsibility remains a struggle across many government bodies.  

Security controls may exist, but accountability is diluted across technology, compliance, and 
operations. When an incident hits, decisions stall, messages diverge, and trust evaporates. 

The continuity imperative is therefore simple: cyber must be governed with the same discipline as 
finance — with board-level sponsorship, policy alignment, tested controls, and a rhythm of assurance 
that never fades between crises. 

To help leaders meet that standard, Oak Consult has developed the S.P.E.C.T.R.E. Framework — a 
seven-pillar model translating technical risk into executive language. The government’s introduction of 
GovAssure and Secure by Design principles sets a new standard for assurance and resilience that 
the private sector must quickly match. 
Each pillar defines a domain of ownership: 

• S — Supply Chain & Ecosystem: managing the extended attack surface. 

• P — People & Behavioural Risk: building cultural maturity and human resilience. 

• E — Enhancement & Measurement: embedding continuous learning and measurement. 

• C — Foundational Controls: enforcing the Zero-Trust baseline. 

• T — Commercial Assurance & Trust: protecting finance, compliance, and communication. 

• R — Resilience & Continuity: assuming breach and recovering fast. 

• E — Executive Leadership: establishing oversight, rhythm, and policy. 

Together, these pillars and their twenty-six executive mandates form a pragmatic roadmap for UK 
boards: a structure to govern cyber risk, protect continuity, and earn stakeholder trust in an age where 
digital disruption is inevitable — and leadership accountability is non-negotiable. 

The S.P.E.C.T.R.E. Framework provides the necessary mandate for boards to govern this risk and, 
critically, to enforce a Secure by Design posture—moving cyber security from a reactive technical 
function to an active, business-led discipline of continuous assurance. 



 

Chapter 1 — From Exposure to Accountability: Why Cyber 
Is Now a C-Suite Discipline 

For years, cybersecurity sat in the technical basement — an operational issue buried in IT budgets and 
acronyms. 

That era is over. In 2025, cyber risk has become a test of governance, culture, and continuity. The NAO 
emphasises that threat actors are more sophisticated, and the attack surface is constantly expanded 
by entrenched hybrid work and increased cloud reliance. When an attack lands, it doesn’t just freeze 
systems — it freezes decision-making, trading, and trust. 

The first calls are now to the Chief Executive, the regulator, and often the insurer. The costs are 
counted not only in downtime but in reputation, market confidence, and customer retention. 

The Scale of Exposure 

The UK Cyber Security Breaches Survey 2025 shows that 43 percent of UK businesses and 30 percent 
of charities experienced an attack in the past 12 months — about 612 000 organisations in total. 
While ransomware and phishing remain dominant, third-party compromise through cloud, MSP, and 
logistics providers has become the fastest-growing threat. 

Yet only 27 percent of boards have a named director responsible for cyber resilience, and fewer than a 
quarter have a rehearsed incident-response plan. The problem isn’t a shortage of tools — it’s a 
shortage of ownership. 

A Turning Policy Tide 

The UK Government’s forthcoming Cyber Security and Resilience Bill and new Cyber Governance 
Code of Practice formalise what investors and regulators already expect: cyber resilience is a board-
level duty. This is being implemented: The NAO report confirms the new assurance regime, GovAssure, 
requiring central government departments to be externally assessed against the NCSC’s Cyber 
Assessment Framework — signalling that independent assurance will become the norm. 

Context for GovAssure and the Assurance Landscape 

GovAssure represents the UK Government’s move from self-assessment to independent verification of 
cyber maturity. Launched in 2023 and now fully operational across central departments, it requires 
each organisation to be externally assessed against the NCSC’s Cyber Assessment Framework 
(CAF)—a comprehensive set of outcomes covering governance, risk management, protective 
technology, detection, and response. 



The CAF provides the structure for demonstrating that cyber resilience is being actively governed, 
tested, and improved. In practice, GovAssure functions as the public-sector equivalent of ISO 27001 
certification, but with a heavier focus on operational assurance rather than documentation. 

For private-sector boards, the logical alignment is clear: 

• Cyber Essentials — baseline technical hygiene (firewalls, patching, MFA, malware 
protection). 

• Cyber Essentials Plus — adds independent verification of those same controls. 

• ISO 27001 — provides the management-system framework for risk assessment, policy, and 
continuous improvement. 

• GovAssure/CAF — tests the lived reality of resilience: how those controls and policies perform 
under real-world scrutiny. 

Together, these schemes form a continuum from technical compliance to genuine operational 
assurance—a progression every board should mirror internally. The public sector’s move to 
mandatory external testing is a clear signal of what’s coming next for large private enterprises and 
regulated industries. 

Boards that treat these standards as the starting line, not the finish line, signal maturity and 
seriousness to regulators, partners, and customers alike. 

Why Technical Fixes Fall Short 

The NCSC’s annual review continues to show that major breaches rarely stem from missing 
technology. They stem from missing governance — siloed teams, fragmented communication, and 
reactive oversight. Indeed, the NAO reports that many government bodies still struggle with clarity 
about roles, responsibility, and effectiveness measurement in cyber governance. Without a 
governance rhythm, reporting becomes backward-looking and the board sees risk only after it 
manifests.  

Cyber resilience must be managed like finance or health and safety: clear ownership, measurable 
KPIs, and a routine cadence of review. The fundamentals — incident rehearsal, supplier assurance, 
employee awareness, and tested backups — demand executive sponsorship, not IT heroics. 

From Defence to Governance 

The Oak Consult S.P.E.C.T.R.E. Framework bridges the divide between security controls and strategic 
control. It further aligns with the government's push for Secure by Design principles, ensuring security 
is built into future systems from day one, not retroactively patched. 

 
Each of its seven pillars translates technical risk into a governance language the Board can own — 
from supply-chain assurance to cultural maturity and executive oversight. Together they form a 
practical blueprint for commercial continuity, regulatory compliance, and sustained trust. 

Cyber resilience cannot be delegated. It must be governed. And governance requires the same 
discipline we apply to finance: rhythm, transparency, and accountability. 

Because in 2025, cyber resilience is not an IT project — it’s the measure of leadership itself. 

  



Chapter 2: The SPECTRE Framework: Seven Pillars of 
Strategic Control 

Cyber resilience isn’t built in the server room — it’s governed in the boardroom. The S.P.E.C.T.R.E. 
Framework translates the complexity of cyber risk into seven executive pillars that define how 
leadership, culture, and control intersect to protect continuity. Each pillar represents a distinct area of 
accountability — from supplier governance and human behaviour to technical hygiene and executive 
oversight — forming a complete leadership system for resilience. Together, they enable boards to turn 
compliance into confidence, linking investment, assurance, and trust across the organisation’s digital 
and physical front lines. 

S — Supply Chain & Ecosystem 

The modern enterprise is only as strong as the weakest company it 
connects to. Supply-chain cyber attacks now outpace direct intrusions, 
exploiting the complexity of digital interdependence across cloud, MSP, and 
logistics networks. This pillar calls for disciplined governance of every third 
party with access to your systems or data. Boards must ensure that 
contracts, audits, and risk assessments extend beyond the organisation’s 
walls — because responsibility for customer trust cannot be outsourced. 

P — People & Behavioural Risk 

Technology does not click on phishing links — people do. Over 80% of 
successful breaches still originate with human error or manipulation. As 
generative AI makes impersonation seamless, leadership must focus on 
culture as much as controls. This pillar turns awareness into accountability: 
embedding security thinking into onboarding, daily practice, and executive 
behaviour. When everyone understands that vigilance protects reputation, 
security becomes habit, not hassle. 

E — Enhancement & Measurement 

Cyber resilience isn’t a destination — it’s a feedback loop. Every exercise, 
incident, and metric provides intelligence for improvement. This pillar ensures 
that lessons learned aren’t lost to inertia. It drives a rhythm of measurement, 
refinement, and reinvestment, so defences evolve faster than threats. Boards 
that treat cyber as a living system — not a compliance project — build 
maturity that compounds year after year. 

C — Foundational Controls 

These are the non-negotiable building blocks of security — the technical 
hygiene that turns chaos into control. Zero-Trust architecture, multi-factor 
authentication, and strict privilege management are not optional extras; they 
are the baseline of credibility. This pillar focuses on closing legacy debt and 
ensuring that essential defences are implemented, maintained, and 
measured. Without these, no strategy — however visionary — can survive 
first contact with a real attacker. 

  



T — Commercial Assurance & Trust 

Cyber resilience is inseparable from corporate reputation. This pillar 
safeguards the organisation’s financial, legal, and relational capital — 
the assets that disappear fastest in a crisis. Boards must ensure clear 
reporting lines, transparent communication, adequate insurance, and 
full regulatory compliance. Trust is not built by perfection, but by 
accountability and openness when things go wrong. This is where 
governance meets public confidence. 

R — Resilience & Continuity 

Every organisation will experience an attack; the differentiator is how it 
responds. This pillar defines the “assume breach” mindset — the ability to 
recover quickly, operate in a degraded state, and protect customer 
continuity under stress. Leadership must test recovery capabilities as 
rigorously as they test financial forecasts. The measure of resilience is not 
whether the lights stay on, but how fast they come back on when they go 
out. 

E — Executive Leadership 

Cyber resilience is now a boardroom discipline. This pillar reinforces that 
ultimate accountability sits with the executive team. Directors must set 
the tone through clear policy, regular oversight, and measurable 
outcomes. Governance is not a compliance tick-box; it is the heartbeat 
of trust and control. The most secure organisations are those where 
cyber risk is treated like financial risk — reviewed routinely, owned 
visibly, and governed from the top down. 

 

 

  



The S.P.E.C.T.R.E. Framework:  
This detailed section expands on the seven pillars of the S.P.E.C.T.R.E. Framework, translating each 
strategic domain into concrete, governable mandates for the UK C-Suite. 

Pillar 1: S - Supply Chain & Ecosystem 
 

Managing the Extended Attack Surface 

The modern enterprise is only as strong as the weakest company it 
connects to. Supply-chain cyber attacks now outpace direct 
intrusions, exploiting the complexity of digital interdependence 
across cloud, MSP, and logistics networks. This pillar calls for 
disciplined governance of every third party with access to your 
systems or data. Boards must ensure that contracts, audits, and risk 
assessments extend beyond the organisation’s walls — because 
responsibility for customer trust cannot be outsourced.  

UK government data shows only 27% of firms have a named board member responsible for cyber 
security; supplier oversight remains patchy despite rising third-party exposure. The forthcoming Cyber 
Security & Resilience Bill will expand incident-reporting criteria and timelines and tighten transparency 
for digital services and data centres — putting board-level pressure on supply-chain assurance. 

Strategic Mandates 

Supply Chain Assurance 

Mandate: Tier your vendors by criticality and mandate reciprocal contractual security clauses, breach 
SLAs, and audit rights.  

Action: Establish a 'Critical Supplier Register' based on the level of system access (e.g., access to 
customer Personally Identifiable Information (PII), financial systems, or Crown Jewels).  

For Tier 1 suppliers, make compliance with a recognised standard a contractual non-negotiable. Cyber 
Essentials/Cyber Essentials Plus and ISO 27001 are practical baselines for Tier-1 suppliers. NCSC and 
DSIT explicitly position Cyber Essentials as the UK-backed control set, and ISO 27001 as an auditable 
ISMS reference. For critical suppliers, require evidence (valid certificate numbers, scope statements) 
and 12–24h breach notification in contracts. 

Third-Party Risk (Vendor Audits) 

Mandate: Commit to periodic, evidence-based review of critical suppliers.  

Action: Move beyond annual security questionnaires. Treat questionnaires as entry tickets only — 
insist on pen-test summaries, privileged-access logs and patch SLAs. For suppliers holding high-value 
data, demand evidence such as pen-test summaries, platform access logs, and proof of timely patch 
management. 

Recent UK incidents show third-party weaknesses can become first-order outages: the Synnovis 
ransomware attack (NHS pathology) is estimated to have cost £32.7m; Capita and other outsourcers 
triggered wide customer notifications and remediation costs.  

  



Vendor Concentration 

Mandate: Understand the single point of failure risk inherent in relying on one major cloud provider 
(e.g., Azure/AWS) or one managed service provider (MSP).  

Action: Regulators and NCSC guidance increasingly expect boards to understand cloud 
concentration and MSP single-points-of-failure. Inventory where your 'Crown Jewels' reside. If key 
services (ERP, CRM, backup, data analytics) are concentrated under a single vendor or MSP, develop a 
segmentation and resilience strategy. Document where Crown Jewels reside, validate cross-region 
failover, and capture provider RTO/RPO commitments in board papers. (This aligns with the UK 
Cyber Governance Code of Practice on board oversight of resilience.) 

Your Supply Chain Digital Twin 

Mandate: Treat the digital representation of your supply chain (CRM, ERP, logistics flows) as a critical 
security asset. Ensure bi-directional integrity between systems.  

Action: A security incident often breaks the operational flow (e.g., manufacturing stops, payments 
halt). If inventory/ERP data integrity is lost, promise-keeping fails (availability, pricing, delivery). Map 
identity, integration and logging controls across eCommerce ↔ ERP ↔ 3PL and monitor anomalies in 
near-real time; treat mismatches between physical and digital inventory as security signals, not just 
ops noise. (Boards should see a monthly “digital twin integrity” metric.) 

Board Metric to Track: % of Tier-1 suppliers with (a) current ISO 27001/Cyber Essentials Plus 
evidence, (b) executed breach-notification SLA, (c) last audit date and outcome. 

 



Pillar 2: P - People & Behavioural Risk 
The Human Perimeter and Cultural Maturity 

Technology does not click on phishing links — people do. Over 80% of 
successful breaches still originate with human error or manipulation. 
As generative AI makes impersonation seamless, leadership must 
focus on culture as much as controls. This pillar turns awareness into 
accountability: embedding security thinking into onboarding, daily 
practice, and executive behaviour. When everyone understands that 
vigilance protects reputation, security becomes habit, not hassle.  

Phishing and social engineering remain the dominant entry vector 
in UK incidents; NCSC’s latest review and ministerial letters to FTSE 350 CEOs stress executive 
accountability for preparedness, as nationally significant incidents have risen by ~50% year-on-
year. 

Strategic Mandates 

Human Firewall 

Mandate: Recognise that people are the perimeter. Mandate continuous security training and 
establish a 'report, don't hide' culture for suspicious activity.  

Action: Move to role-based training cadence (finance: invoice fraud; HR: PII requests) and publish a 
non-blame reporting policy. Benchmark via quarterly phishing simulations and track a rolling 4-quarter 
click-through trend (target: consistent reduction). Training should be continuous, engaging, and role-
specific. Critically, remove blame from reporting an error (like clicking a link). 

Knowledge & Culture 

Mandate: Promote security as a commercial enabler, not just a cost centre. Share board-level lessons 
from recent breaches to contextualise risk for the entire workforce.  

Action: Integrate security messaging into executive communications, not just IT updates. Use 
anonymised case studies of real-world UK breaches (e.g., a competitor outage) to explain why 
vigilance matters to the business's bottom line and job security. 

Out-of-Band Verification 

Mandate: Establish strict, non-negotiable verification protocols for all sensitive financial transactions 
and credential changes.  

Action: With AI-assisted voice/video impersonation rising, enforce secondary-channel verification 
for payments, credential changes and data exports. CEOs and finance approvers must be in scope 
— attackers increasingly target senior sign-off. (NCSC urges leaders to treat cyber as a business 
survival issue, not an IT issue.) Implement mandatory, multi-party, out-of-band verification for 
transfers above a low threshold. 

Board Metric to Track: Phish-simulation failure rate (trend), time-to-report suspected incidents, % of 
high-value payments verified out-of-band. 

  



Pillar 3: E - Enhancement & Measurement 
The Continuous Feedback Loop 

Cyber resilience isn’t a destination — it’s a feedback loop. Every 
exercise, incident, and metric provides intelligence for improvement. 
This pillar ensures that lessons learned aren’t lost to inertia. It drives a 
rhythm of measurement, refinement, and reinvestment, so defences 
evolve faster than threats. Boards that treat cyber as a living system — 
not a compliance project — build maturity that compounds year after 
year. The Cyber Governance Code of Practice sets an expectation 
that boards run a rhythm of assurance, turning exercises and 
metrics into policy changes and budget. Make post-exercise 
remediation items time-bound and report closure status quarterly. 

Strategic Mandates 

Exercise Readiness 

Mandate: Run realistic, exec-level 'tabletop' crisis exercises at least twice a year. Practice refusing the 
ransom.  

Action: Exercises should test decision-making under stress, not just technical recovery. Include 
external stakeholders (legal counsel, PR advisors, insurers) and practice the precise moment when 
regulatory notifications (e.g., ICO/NCSC) are required. Post-exercise reports should lead directly to 
policy changes and budget requests. 

Quality of Controls 

Mandate: Move beyond 'checkbox security.' Demand the security team report on the effectiveness 
and efficacy of controls.  

Action: Shift from deployment counts to coverage and efficacy: “EDR live on 99% endpoints; 95th-
percentile alert-to-triage <15 minutes; MFA enforced for 100% of admin accounts; privileged sessions 
time-boxed (JIT).” This is the language insurers and regulators increasingly expect. The focus must be 
on the coverage and efficacy of the control, not just its existence. 

Experience Analytics 

Mandate: Use data (phishing click rates, training completion, firewall logs) to measure human and 
system security maturity, not just budget spend.  

Action: Track MTTD/MTTR as board KPIs alongside operational KPIs. Shorter dwell time directly lowers 
breach scope and cost; present these metrics against business RTO/RPO to show continuity impact. 
(Use the DSIT survey as the UK baseline in your narrative.) Establish a "Human Risk Score" based on 
key behavioural metrics. 

Board Metric to Track: Median MTTD and MTTR; % of exercise actions closed on time. 

  



Pillar 4: C - Foundational Controls 
The Zero-Trust Baseline 

These are the non-negotiable building blocks of security — the 
technical hygiene that turns chaos into control. Zero-Trust 
architecture, multi-factor authentication, and strict privilege 
management are not optional extras; they are the baseline of 
credibility. This pillar focuses on closing legacy debt and ensuring 
that essential defences are implemented, maintained, and 
measured. Without these, no strategy — however visionary — can 
survive first contact with a real attacker.  

UK government positions Cyber Essentials/Cyber Essentials Plus as the minimum technical 
baseline; ISO 27001 provides the governance system to sustain it. Many public-sector contracts 
and insurers now expect these controls. Make them table stakes across Crown-Jewel systems. 

Cyber resilience begins with disciplined hygiene. Frameworks like Cyber Essentials, Cyber 
Essentials Plus, and ISO 27001 provide increasing levels of rigour — from baseline protection through 
to full enterprise governance. For many organisations, Cyber Essentials Plus offers a pragmatic middle 
ground: independently verified assurance without the operational overhead of full ISO certification. 

Framework Primary Focus Verification 
Level 

Scope of 
Coverage 

Typical 
Audience / Use 
Case 

Alignment with 
Pillar C 
(Foundational 
Controls) 

Cyber 
Essentials 

(CE) 

Baseline technical 
controls (firewalls, 
access, patching, 
malware 
protection, secure 
configuration). 

Self-
assessed. 

Device-level 
protection, small 
to mid-size 
organisations. 

Entry-level 
certification 
demonstrating 
essential 
hygiene. 

Covers 
minimum 
baseline for 
MFA, access 
control, and 
patch 
management. 

Cyber 
Essentials 
Plus (CE+) 

Same five 
technical controls 
as CE, but 
independently 
audited and tested 
by an accredited 
assessor. 

Externally 
verified. 

Real-world 
validation of 
technical 
implementation. 

Ideal for supply-
chain assurance 
or regulated 
sectors. 

Strengthens 
trust and 
verification 
within the 
“Controls” pillar. 

ISO 27001 Comprehensive 
management 
system for 
information 
security (policies, 
risk management, 
continuous 
improvement). 

Formal 
certification 
via 
accredited 
body. 

Enterprise-wide, 
including 
governance, 
people, process, 
and technology. 

Large 
organisations or 
those seeking 
full alignment 
with GovAssure 
and CAF. 

Establishes 
enduring 
governance and 
continuous 
improvement 
model. 

 

 



Linking to GovAssure and the Cyber Assessment Framework (CAF) 

The UK Government’s GovAssure programme uses the NCSC Cyber Assessment Framework (CAF) 
to evaluate departmental resilience against five outcome themes: Govern, Manage, Protect, Detect 
and Respond. While Cyber Essentials and CE+ validate the technical controls within the “Protect” 
theme, and ISO 27001 establishes the management system underpinning “Govern” and “Manage,” the 
CAF integrates all three perspectives into a single, externally assessed view of organisational maturity. 
In practice, alignment with ISO 27001 and certification to Cyber Essentials Plus together form a 
strong foundation for meeting future GovAssure expectations and demonstrating end-to-end control 
assurance. 

Strategic Mandates 

Least Privilege 

Mandate: Implement the principle of 'Zero Trust' access, ensuring users and applications only have 
the minimum permissions necessary to perform their specific function.  

Action: Audit all privileged accounts (administrators, developers, service accounts). Automate the 
principle of "Just-in-Time" access, where elevated privileges are granted only for a specific, time-
bound task and then revoked. This dramatically reduces the blast radius of a compromised account. 

Multi-Factor Authentication (MFA) 

Mandate: Mandate MFA for all critical systems, remote access, and privileged accounts.  

Action: Move beyond simple password-and-SMS MFA. Insurers increasingly require MFA for cover; 
DSIT tracking shows larger firms lead adoption, but gaps persist in SMEs. Commit to FIDO2-class 
phishing-resistant authentication for privileged access. For high-risk access, enforce hardware 
tokens or biometrics (FIDO2 standard) to defeat advanced phishing techniques. 

Unused/Legacy Systems 

Mandate: Aggressively decommission or segment legacy infrastructure, outdated software, and 
unused cloud environments. The NAO highlights that legacy systems remain a persistent and under-
managed source of cyber risk in government, demonstrating a national weakness that the private 
sector must eliminate.  

Action: Legacy debt is a recurring factor in UK case reviews. Create a board-approved 
retirement/segmentation roadmap. Crucially, address the NAO's finding that remedial security 
budgets are frequently reallocated away from essential security priorities; this practice must cease 
immediately to close legacy debt. Prioritise systems lacking vendor patches map each legacy asset to 
an explicit risk owner. These systems are often unmonitored, and provide silent entry points for 
attackers. 

Board Metric to Track: # of unpatched/unsupported systems retired or segmented trending down 
quarter-on-quarter. 

Zero-Trust (in Practice) 

Mandate: Implement a pragmatic Zero-Trust architecture, meaning no user, device, or system is 
trusted by default, regardless of location. Action: Focus deployment efforts on key areas: verifying 
device health before granting network access; segmenting internal networks; and ensuring all traffic is 
encrypted and authenticated, even within the corporate perimeter. 

Board Metric to Track: % of admin accounts with phishing-resistant MFA; # of 
unpatched/unsupported systems trending down quarter-on-quarter.  



Pillar 5: T - Commercial Assurance & Trust 
Stakeholder Protection, Compliance, and Communication 

Cyber resilience is inseparable from corporate reputation. This pillar 
safeguards the organisation’s financial, legal, and relational capital 
— the assets that disappear fastest in a crisis. Boards must ensure 
clear reporting lines, transparent communication, adequate 
insurance, and full regulatory compliance. Trust is not built by 
perfection, but by accountability and openness when things go 
wrong. This is where governance meets public confidence. The UK 
Cyber Security & Resilience Bill will tighten incident reporting and 
transparency; boards should align early. Underwriters are also 
tightening terms and using control questionnaires as de facto audits. 

Strategic Mandates 

Insurance Hygiene 

Mandate: Treat cyber insurance underwriting as a 'free' annual risk gap-analysis. Ensure policy limits 
are adequate for realistic worst-case scenarios and understand all exclusions. Action: Work directly 
with the insurer to model worst-case financial impact (e.g., a week-long outage of a critical system). 
Crucially, ensure that the controls flagged as mandatory by the underwriter (e.g., MFA, tested 
backups) are verifiably implemented, as failure to do so is the quickest way to void a policy when an 
incident occurs. 

Jurisdictional Clarity 

Mandate: Understand data residency and regulatory compliance requirements for all critical 
customer data. Action: Formally map where your customer data resides (cloud, third-party systems) 
relative to the customer's location (UK, EU, global). Ensure compliance with UK GDPR and begin 
preparation for the impact of future UK legislation and the convergence with EU directives like NIS2 
and DORA, which will increase reporting burdens. 

Notification Readiness 

Mandate: Pre-draft and pre-approve communication templates for customers, regulators 
(ICO/NCSC), and media. Action: Time-critical decisions matter: Royal Mail’s 2023 ransomware 
incident drove at least £10–12m in recovery/IT spend and weeks of disruption — clarity of 
messaging and pre-approved regulator/customer templates shorten the damage window. The 
time-critical regulatory clock (24–72 hours) leaves no time for drafting. Have pre-vetted holding 
statements and regulatory notification drafts ready for immediate use. 

Reputational Resilience 

Mandate: Understand that transparency is key to post-incident recovery. Acknowledging the issue 
quickly preserves long-term client trust. Action: The British Library’s public stance after its 2023 
attack (refusing ransom; regular updates) preserved credibility even as rebuild costs were 
estimated at £6–7m. Candour beats minimisation when facts are emerging. Decide the leadership 
tone well in advance. Following the British Library example, a candid, swift acknowledgment of the 
attack and a clear commitment to recovery, even with service disruption, helps preserve brand 
integrity far better than silence or minimisation. 

Board Metric to Track: Time-to-first-stakeholder-update (internal/external); confirmation that 
ICO/NCSC notification drafts are pre-approved and current. 



Pillar 6: R - Resilience & Continuity 
The 'Assume Breach' Posture & Business Continuity 

In 2025, every organisation must assume breach. Resilience is 
measured not by preventing attacks, but by the speed and 
completeness of recovery. This pillar focuses on critical asset 
mapping, rapid detection, and ensuring operational restoration 
capability, integrated with the overall Business Continuity Plan 
(BCP). 

NCSC and ministers warn that nationally significant incidents are up 
~50% year-on-year; operating in a degraded state must be 
rehearsed. Treat continuity metrics (RTO/RPO) as board-owned. 

Strategic Mandates 

Backups (Tested, Offline) & Recovery 

• Mandate: Assume breach and prioritize recovery. Mandate that critical system backups are 
offline, segmented, and routinely tested for full, time-bound restoration. 

• Action: Mandate 3-2-1 with immutable/offline copies and time-boxed restore tests. Report the 
last successful full restore duration for each Crown-Jewel system to the board. (Insurers 
increasingly check this.) Implement the 3-2-1 rule. Crucially, test the restoration time—not just 
the integrity—to ensure you can meet your business's Recovery Time Objectives (RTOs). 

Business Continuity & Crown Jewels 

• Mandate: Define, map, and secure your 'Crown Jewels'—the data, systems, and IP that, if lost 
or leaked, would cause immediate commercial failure or catastrophic reputational damage. 
This analysis must drive the Business Continuity Plan (BCP), dictating which services are 
paramount. 

• Action: This is not a technical exercise; it's a commercial one. Work with business unit leaders 
to define assets based on commercial value and legal risk. Ensure these specific assets 
receive layered, advanced controls (e.g., segmentation, enhanced logging) above the 
organisational baseline. The board must approve the final list of "Minimum Business 
Continuity Objectives" (MBCOs). 

Detection & Dwell Time 

• Mandate: Shift focus from prevention to rapid detection. Measure and obsessively reduce the 
Mean Time To Detect (MTTD) and respond to an intrusion. 

• Action: Invest in telemetry and threat hunting to compress dwell time; present MTTD alongside 
the financial exposure avoided (e.g., each hour of reduced dwell time = £X continuity value). 
Use tabletop results to update playbooks quarterly. Invest in advanced telemetry and threat 
hunting. A short dwell time (the time an attacker spends inside the network) directly correlates 
to a lower overall breach cost. 

 

 

 



Forensics & Preservation 

• Mandate: Establish clear protocols for incident logging and evidence preservation before an 
incident. 

• Action: Ensure system logs are immutable, centralized, and retained for the required 
regulatory period. This is vital for subsequent legal action, regulatory investigations, and, 
critically, for satisfying the strict evidence requirements of your cyber insurance policy. 

War Gaming 

• Mandate: Integrate the cybersecurity team into commercial/operational planning. War-game 
how a breach or loss event would impact the organisation's ability to maintain its 
minimum critical functions. 

• Action: Move war gaming beyond IT. For example, test how a loss of an international exports 
system (Royal Mail 2023) or a customer payment portal would affect revenue targets and 
customer retention goals. This gives executives direct, financial context for security 
investment. 

Board Metric to Track: Last full-restore time per Crown-Jewel system; Pass/Fail on annual 
integrated Business Continuity exercise; exercise frequency and pass/fail on decision milestones. 

 

  



Pillar 7: E - Executive Leadership 
Oversight, Rhythm, and Policy 

Cyber resilience is now a boardroom discipline. The most secure 
organisations are those where cyber risk is treated like financial risk 
— reviewed routinely, owned visibly, and governed from the top 
down. The NAO’s findings across the public sector highlight that 
many bodies still struggle with clarity about roles and 
responsibility, reinforcing that accountability is non-negotiable.  

The Cyber Governance Code of Practice (Apr 2025) sets out how 
boards should govern cyber risks; it was co-designed with the 
NCSC and is intended for directors, not technicians. Pair this 
with DSIT’s finding that only 27% of firms have named board 
accountability — and close the gap. 

Strategic Mandates 

Accountability 

Mandate: Name an accountable Board Director (the Cyber Sponsor) and establish a clear governance 
charter. Cyber is a top-down, non-delegable risk duty. Boards must avoid the common trap of 
fragmented ownership and deficiencies in oversight noted by the NAO by clearly defining and tracking 
the Cyber Sponsor's duties.  

Action: Define the Cyber Sponsor's specific duties: ensuring adequate funding, reviewing key metrics, 
and chairing incident response debriefs. This person must act as the bridge between technical risk 
management and fiduciary responsibility. 

Governance Rhythms 

Mandate: Embed cyber risk review into a regular ExCo/Board reporting rhythm. Insist on meaningful 
KPIs.  

Action: Move cyber from an annual audit topic to a quarterly board item with standardised KPIs. The 
board must ensure it receives and reviews evidence of effectiveness and adequate independent 
assurance—a critical gap identified by the NAO—to prevent reliance on internal self-assessment. 
Focus reporting on outcomes (risk reduction, recovery speed, human error rates) rather than just 
inputs (number of patches applied). 

Policy Pressure 

Mandate: Align early with upcoming UK legislation and international standards. Don't wait for 
regulatory mandate.  

Action: Proactively review current security posture against the mandates of the forthcoming UK Cyber 
Security & Resilience Bill and the new Cyber Governance Code of Practice. Treat compliance as a 
competitive advantage by moving ahead of the regulatory deadline, reducing legal exposure and 
building investor confidence. 

Board Metric to Track: Presence of a named Cyber Sponsor on the main board; % of board meetings 
with cyber KPIs reviewed. 

  



The S.P.E.C.T.R.E. Pillars & Key Metrics Summary 
Pillars & Metrics Summary Table 

The following table distils the seven pillars of the S.P.E.C.T.R.E. Framework into a single-page 
leadership view. 
It translates strategic intent into measurable governance outcomes, ensuring the Board can monitor 
resilience with the same discipline applied to finance and operations. 
Each pillar aligns with a primary accountability owner and includes example metrics that can be 
reviewed quarterly as part of the organisation’s governance rhythm. 

 

Pillar Theme Example Metrics Board 
Accountability 

S Supply Chain & 
Ecosystem 

% Tier-1 suppliers with Cyber Essentials 
Plus or ISO 27001 certification 

Chief Procurement 
Officer 

P People & Behavioural 
Risk 

Phishing failure rate trend; training 
completion 

HR Director / COO 

E Enhancement & 
Measurement 

MTTD / MTTR improvement rate CIO / CISO 

C Foundational Controls % privileged accounts with MFA; legacy 
system decommission progress 

CTO 

T Commercial 
Assurance & Trust 

Time-to-first stakeholder update; 
insurance validity 

CCO / CRO 

R Resilience & 
Continuity 

Last full-restore test duration (RTO) COO 

E Executive Leadership Cyber risk on board agenda; funding 
alignment to risk profile 

Board Cyber Sponsor 
/ CEO 

  



Chapter 3: Lessons in the Breach — The Cost of 
Fragmented Governance 

The statistics outlined earlier paint the scale of the challenge. But the clearest picture of the UK’s 
cyber-resilience deficit emerges not from surveys — but from the post-incident reports of the 
organisations that lived through the worst-case scenario. 

Every major breach in recent years has shared one common thread: it wasn’t the firewalls that failed 
first, it was governance. 
Somewhere between strategy and execution, accountability blurred, controls went untested, or 
recovery planning was quietly deferred. 

These real-world incidents reveal how the breakdown of just one SPECTRE pillar can cascade into 
nationwide disruption, financial loss, and lasting damage to trust. 
Each case below is presented not to assign blame, but to illuminate lessons every UK board can act 
upon today. 

 

Case Study 1: Synnovis — When Outsourced Doesn’t Mean Out of Mind 
 

Summary 
In June 2024, a ransomware attack paralysed Synnovis, a pathology services provider supporting 
several major NHS Trusts in London. The outage stopped blood transfusions and lab testing, forcing 
the cancellation of thousands of operations. The financial loss was estimated at over £30 million, but 
the real impact was on patient safety and public confidence in NHS supply resilience. 

 

SPECTRE Mandate Failures 

Pillar Mandate Failure Analysis 

Supply 
Chain 

Third-Party Risk 
(Vendor Audits) 

Governance relied on self-certification. There was no evidence of 
up-to-date Cyber Essentials Plus or ISO 27001 validation, and no 
immediate failover path when the supplier went offline. 

Resilience Backups 
(Tested, Offline) 

A single-supplier dependency left no independent restoration 
route; continuity planning assumed availability rather than proving 
it. 

Controls Least Privilege Excessive privileges and flat network architecture enabled lateral 
movement within the supplier environment. 

 

Leadership Lesson 
Resilience can be outsourced, accountability cannot. 
Boards must require verifiable certification and frequent assurance testing for Tier 1 suppliers — and 
pre-authorise an alternative provider strategy for every mission-critical service. 

  



Case Study 2: Royal Mail Group - Testing the Business, Not Just the System 
Summary 
In early 2023, Royal Mail’s international export platform was crippled by ransomware, halting overseas 
shipments for weeks. Recovery cost £10–12 million and caused prolonged reputational harm to one of 
the UK’s most trusted logistics brands. 

SPECTRE Mandate Failures 

Pillar Mandate Failure Analysis 

Resilience War Gaming Continuity testing had never modelled a total loss of export 
operations or its revenue impact. Exercises were technical, not 
commercial. 

Trust Notification 
Readiness 

Initial external communications were slow and inconsistent, 
which amplified frustration among customers and regulators. 

Controls Unused / Legacy 
Systems 

The suspected entry point was a legacy subsystem still 
connected to core infrastructure without segmentation. 

 

Leadership Lesson 
Test the business impact, not just the IT failover. 
Boards should commission war-games that include finance, communications, and operations — 
rehearsing how to keep the customer promise alive when core systems fail. 

Case Study 3: The British Library — Refusing the Ransom, Proving Recovery 
Summary 
A ransomware attack in late 2023 destroyed the British Library’s primary catalogue and website. 
Leadership refused to pay the ransom, choosing transparency instead. Rebuild costs have exceeded 
£6 million and recovery will take years, but public trust in the institution largely endured thanks to its 
openness. 

SPECTRE Mandate Failures 

Pillar Mandate Failure Analysis 

Resilience Backups (Tested, 
Offline) 

Backups proved incomplete or inaccessible; full restoration of 
digital services required an extended rebuild. 

Evolution Quality of 
Controls 

Extended attacker dwell time suggested insufficient monitoring 
and untested detection controls. 

Trust Reputational 
Resilience 

The organisation excelled here: transparent updates and refusal 
to engage with attackers preserved long-term credibility. 

 

Leadership Lesson 
If you refuse the ransom, you must prove recovery. 
The strength of immutable, offline backups — tested end-to-end against agreed RTO/RPO targets — is 
what turns integrity into confidence. Boards should personally sign off those restoration tests. 

  



Common Threads Across the Breaches 

Across these incidents, the patterns repeat: 

1. Supplier assurance gaps — external partners holding Crown-Jewel data without equivalent 
governance. 

2. Unverified backups — continuity plans untested at business-scale. 

3. Siloed ownership — cyber risk delegated to IT while board oversight stayed informal. 

4. Reactive communication — reputational damage compounded by slow, inconsistent 
messaging. 

Every line in the SPECTRE framework exists because one of these organisations proved what happens 
when it’s missing. 

The Strategic Takeaway 

These breaches confirm that fragmented governance is the single largest multiplier of cyber 
impact. 
When risk is owned collectively, it is owned by no one. When oversight is periodic rather than rhythmic, 
controls drift and assumptions calcify. And when communications are improvised, trust collapses 
faster than any network. 

Boards cannot eliminate threat, but they can eliminate surprise. That is the purpose of disciplined 
governance — and the intent of the SPECTRE framework. 

The following section — “The Boardroom Checklist” — translates these lessons into a practical self-
assessment tool. It helps directors test whether their organisation’s governance rhythm, culture, and 
controls meet the standard of resilience expected in 2025 and beyond. 

 

  



Chapter 4: The Boardroom S.P.E.C.T.R.E. Checklist 
This checklist distils the Executive Mandates of the S.P.E.C.T.R.E. Framework into seven core, 
governable actions. 
It is designed for use by the Board Cyber Sponsor to initiate discussion, align investment, and track 
quarterly progress against the continuity imperative. 

Each line represents a measurable leadership responsibility — not an IT task — and every metric 
connects directly to resilience, trust, and commercial continuity. 

 

Strategic Action Mandates (The “What”) 

Pillar Mnemonic The Board Must Ensure... 

Supply Chain & 
Ecosystem 

S Supplier Assurance is Contractual: All Tier-1 vendors hold 
verifiable controls (Cyber Essentials Plus or ISO 27001) and are 
bound by a 12–24-hour breach-notification SLA. 

People & 
Behavioural Risk 

P The Human Firewall is Measured: Role-based training is 
continuous, a non-blame reporting culture is in place, and 
senior approvals (payments, credentials) use Out-of-Band 
Verification. 

Enhancement & 
Measurement 

E Assurance Drives Policy: Board-level crisis exercises occur at 
least twice per year. All remediation actions are time-bound, 
funded, and tracked. New systems must be aligned to Secure 
by Design principles. 

Foundational 
Controls 

C Zero Trust is the Baseline: Multi-Factor Authentication (MFA) 
protects all critical and privileged accounts (preferably phishing-
resistant FIDO2), and legacy systems are actively retired or 
segmented. 

Commercial 
Assurance & Trust 

T Transparency is Prepared: Pre-approved communication 
templates (ICO, NCSC, customers) exist, and insurance policy 
conditions (tested backups, MFA) are fully implemented to 
avoid voidance. 

Resilience & 
Continuity 

R Recovery is Proven: Critical backups follow the 3-2-1 rule (three 
copies, two media, one offline). The board signs off the latest 
full-restore time (RTO) for all Crown-Jewel systems. 

Executive 
Leadership 

E Accountability is Named and Rhythmic: A dedicated Board 
Cyber Sponsor is appointed, and cyber KPIs (MTTD, MTTR, 
Restore Time) are reviewed quarterly alongside finance and 
operations. 

 

  



 

Core Board Metrics to Track Quarterly (The “How”) 

Pillar Key Metric to Demand Target State 

S — Supply Chain % of Tier-1 suppliers with current Cyber Essentials 
Plus / ISO 27001 evidence 

100 % 

P — People Phishing-simulation failure rate (trend over four 
quarters) 

Consistent 
reduction Q-on-Q 

E — Evolution Median Mean Time To Detect (MTTD) and Mean 
Time To Respond (MTTR) 

Continuous 
reduction 

C — Controls % of admin accounts protected by phishing-
resistant MFA 

100 % 

T — Trust Time-to-first stakeholder update during last 
exercise or incident 

< 4 hours 

R — Resilience Full-restore duration for Crown-Jewel systems Within Board-
approved RTO 

E — Governance Cyber Risk as a standing Board Agenda item Present every 
quarter 

 

Using the Checklist 

This checklist should form part of the Quarterly Cyber Resilience Review, chaired by the Board 
Cyber Sponsor. 
Each pillar should be assessed as: 

•     On Track: Mandate fully implemented and evidenced. 

•     At Risk: Partial implementation or overdue verification. 

•     Action Required: Control or process missing, delayed, or unfunded. 

Trend analysis across quarters should be documented in the Board Governance Minutes to 
demonstrate continuous improvement and compliance with the UK Cyber Governance Code of 
Practice. 

 

Closing Note 

This page is deliberately simple — because governance isn’t about complexity, it’s about discipline 
and rhythm. 

 
When the Board measures these seven pillars as consistently as it measures financial performance, 
cyber resilience stops being an IT issue and becomes a core leadership competency. 

The SPECTRE Framework transforms cyber resilience from a technical issue into a boardroom 
discipline. The only question left is how quickly your leadership will act.  



Glossary of Key Terms and Acronyms 
This glossary defines the principal terms, acronyms, and frameworks referenced throughout The 
S.P.E.C.T.R.E. Framework. It is intended as a quick reference for board members, executives, and 
senior leaders — ensuring clarity when interpreting technical standards, metrics, and governance 
terminology in a strategic context. 

Term / 
Acronym 

Definition Context in Whitepaper 

S.P.E.C.T.R.E. 
Supply Chain, People, Enhancement, Controls, Trust, 
Resilience, Executive Leadership. A board-level 
framework for cyber governance and resilience. 

The seven pillars of the 
strategic framework. 

CAF 

Cyber Assessment Framework. A comprehensive set of 
outcomes published by the NCSC to assess 
organisational cyber resilience across five themes: 
Govern, Manage, Protect, Detect, and Respond. 

Forms the basis of the 
GovAssure scheme (Chapter 
1, Pillar E). 

CISO 
Chief Information Security Officer. The executive 
responsible for enterprise-wide information and data 
security strategy. 

Often the primary owner of 
technical risk and reporting 
(Pillar E). 

CSO 
Chief Security Officer. The executive accountable for 
both physical and digital security across the 
organisation. 

Sometimes interchangeable 
with CISO in larger firms 
(Pillar E). 

DevSecOps 
Development, Security, and Operations. Practice 
integrating security into every stage of the software 
development lifecycle. 

Supports “secure by design” 
maturity (Pillar E). 

DORA 
Digital Operational Resilience Act. EU regulation 
mandating operational resilience, continuity, and 
incident reporting for the financial sector. 

Drives convergence with 
NIS2 and UK policy (Chapter 
1). 

GovAssure 
UK Government regime requiring central departments 
to be externally assessed against the NCSC’s CAF. 

Establishes a new 
benchmark for independent 
assurance (Chapter 1, Pillar 
E). 

ISO 27001 
International standard specifying requirements for an 
Information Security Management System (ISMS). 

Provides the governance 
backbone for controls and 
policy (Chapter 1). 

KPIs 
Key Performance Indicators. Quantitative measures of 
effectiveness against strategic goals. 

Core to quarterly board cyber 
reviews (Pillar E). 

MFA 
Multi-Factor Authentication. Authentication requiring 
two or more independent verification factors. 

Foundational technical 
control (Pillar C). 

MTTD 
Mean Time To Detect. Average time to identify a breach 
or security incident. 

Key indicator of detection 
capability (Pillar E). 



Term / 
Acronym 

Definition Context in Whitepaper 

MTTR 
Mean Time To Restore/Recover. Average time to return 
systems to normal operation after an incident. 

Central to resilience and 
continuity metrics (Pillar R). 

NCSC 
National Cyber Security Centre. The UK’s authority on 
cyber security guidance and standards. 

Source of CAF, Cyber 
Essentials, and GovAssure 
frameworks (Chapter 1). 

NIS2 
Network and Information Systems Directive (Revised). 
EU legislation expanding security obligations across 
critical infrastructure. 

Comparable framework 
informing UK policy direction 
(Chapter 1). 

PIM / PAM 
Privileged Identity or Access Management. Systems 
controlling high-privilege accounts and administrative 
access. 

Essential component of 
Zero-Trust hygiene (Pillar C). 

Zero Trust 
Security architecture based on “never trust, always 
verify,” requiring continuous authentication and 
authorisation. 

Defines the modern security 
baseline (Pillar C). 
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